STATE OF UTAH - STATE COOPERATIVE CONTRACT
CONTRACT NUMBER AR229

1. CONTRACTING PARTIES:  This Siate Cooperative Contract is between the Division of Purchasing and General
Services (State), 3150 State Office Building, PO Box 141061, Salt Lake City, UT 84114-1061, an agency of the State
of Utah, and the following CONTRACTOR:

_Juniper Networks (US}), Inc. LEGAL STATUS OF CONTRACTOR
Name [] Soie Proprietor
1194 Mathilda Avenue [] Non-Profit Corporation
Address X For-Profit Corporation
Sunnyvale CA 94089 ] Partnership
City State Zip [] Government Agency

Federal Tax ID# 770422528 Vendor #VC0000182225 Commodity Code #20458, 20464, 20621, 20623, 20659,

83833, 83800, 88332, 92000

2. GENERAL PURPOSE OF CONTRACT: The general purpose of this contract is to provide: -
Data communication equipment and services. A detailed list of awarded categories and subcategories are included
in Attachment B - Scope of Work.

Juniper Networks is autherized o provide equipment and services in the following categories:
5.22 Networking Software

5.2.4 Optical Networking

5.2.5  Router
5.2.6 Security
5.2.8 Switches
529 Wireless

3. CONTRACT PERIOD: Effective date: June 1, 2014 Termination date: May 31, 2019 unless terminated early or
extended in accordance with the terms and conditions of this contract. Renewal options (if any): N/A

4. PRICING AS PER THE ATTACHMENT C
PAYMENT TERMS: Net 30
DAYS REQUIRED FOR DELIVERY: 30 days ARO
MINIMUM ORDER: N/A

5. ATTACHMENT A: Standard Costract Terms and Conditions, State Cooperative Contract
ATTACHMENT B: Scope of Work
ATTACHMENT C: Product Offerings and Pricing

ATTACHMENT D: Vendor's Response to Solicitation JP14001. The parties hereby acknowledge and agree that any
exceptions stated in attachment "D" — Vendor’s Proposal Response have been removed and/or resolved between the parties.
Any exception in attachment "D" are explicitly NOT a part of this contract,
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Any conflicts between Attachment A and other Attachments will be resolved in faver of Attachment A, State specific
Terms and Conditions will be found in the executed Participating Addendums. State Terms and Conditions in an
executed Participating Addendum will take priovity in the event of conflict between those terms and conditions and
this Cooperative Contract.

6. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:

a.  All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this
contract.

b.  Utah State Procurement Code, Procurement Rules, CONTRACTOR'S response to Bid #JP14001 and JP14001-1
dated August 30, 2013 and December 2, 2013,

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed.

Wﬁgév)/y A/ WO Beos . 3/a5/0¥

Contractor's |gr;alufc ate Dircctor, Div. of Purchasing & General Sys. Date
Mitchell L. Gaynor
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ATTACHMENT A — WSCA-NASPO Terms and Conditions

|
WSCA-NASPO

COCPERATIVE SING
ORGAMITA (

WSCA-NASPO Master Agreement Terms and Conditions

1. AGREEMENT ORDER OF PRECEDENCE: The Master Agreement shall consist of the
following documents:

1. A Participating Entity’s Participating Addendum (“PA”);

2. WSCA-NASPQ Master Agreement Terms and Conditions;

3. The Statement of Work;

4. The Solicitation; and

5. Contractor's response to the Solicitation.

These documents shall be read to be consistent and complementary. Any conflict
among these documents shall be resolved by giving priority to these documents in the
order listed above. Contractor terms and conditions that apply to this Master
Agreement are only those that are expressly accepted by the Lead State and must be
in writing and attached to this Master Agreement as an Exhibit or Attachment. No
other terms and conditions shall apply, including terms and conditions listed in the
Contractor’s response to the Solicitation, or terms listed or referenced on the
Contractor's website, in the Contractor quotation/sales order or in similar documents
subsequently provided by the Contractor.

2. AMENDMENTS The terms of this Master Agreement shall not be waived, altered,
modified, supplemented or amended in any manner whatsoever without prior written
approval of the WSCA-NASPO Contract Administrator.

3. ASSIGNMENT/SUBCONTRACT Neither party shall assign, sell, transfer, subcontract
or sublet rights, or delegate responsibilities under this contract, in whole or in part,
without the prior written approval of the the other party. A merger, acquisition or
internal reorganization shall not constitute an assignment under this clause.

4. CANCELLATION Unless otherwise stated in the special terms and conditions, any
Master Agreement may be canceled by either party upon 60 days notice, in writing,
prior to the effective date of the cancellation. Further, any Participating State may
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all correspondence.

20. PARTICIPANTS WSCA-NASPO is the cooperative purchasing arm of the National
Assaciation of State Procurement Officials. It is a cooperative group contracting
consortium for state government departments, institutions, agencies and political
subdivisions (e.g., colleges, school districts, counties, cities, etc.,) for all 50 states,
the District of Columbia and the organized US territories. Obligations under this Master
Agreement are limited to those Participating States who have signed a Participating
Addendum where contemplated by the solicitation. Financial obligations of
Participating States are limited to the orders placed by the departments or other state
agencies and institutions having availabte funds. Participating States incur no financial
obligations on behalf of political subdivisions. Unless otherwise specified in the
solicitation, the resulting award(s) will be permissive.

21. ENTITY PARTICIPATION Use of specific WSCA-NASPO cooperative Master
Agreements by state agencies, political subdivisions and other entities (including
cooperatives) authorized by individual state’s statutes to use state contracts are
subject to the approval of the respective State Chief Procurement Official. Issues of
interpretation and eligibility for participation are solely within the authority of the
respective State Chief Procurement Official.

22.PAYMENT Payment for completion of a contract order is normally made within 30
days following the date the entire order is delivered or the date a correct invoice is
received, whichever is later. After 45 days the Contractor may assess overdue account
charges up to a maximum rate of one percent per month on the outstanding batance.
Payments will be remitted by mail. Payments may be made via a State or political
subdivision “Purchasing Card” with no additional charge.

23. PUBLIC INFORMATION This Master Agreement and all related documents are
subject to disclosure pursuant to the Participating Entity’s public information laws.

24. RECORDS ADMINISTRATION AND AUDIT

Contractor shall maintain complete, accurate and truthful records of purchases and
amounts billable to and payments made by Purchaser hereunder directly through
Contractor in accordance with generally accepted accounting principles and practices
for audit purposes only. Contractor shall retain such records for at least a pericd of
four (4) years from the date of termination of this Agreement, or longer if expressly
required by the law of the applicabie Participating State.

The Participating State will give Contractor thirty (30) days advance written notice or
the notice required by applicable law to perform an audit of Contractor’s records,
identified above, as it pertains only to such Participating State's Purchaser(s). Except
for compelling circumstances, Participating State's audits are limited to a
commercially reasonablie frequency per Participating State, and such audit will be
conducted during Contractor's normal business hours and shall not unduly interrupt or
interfere with Contractor's normal business operations, and provided further that in
the event that such audit is conducted by a third party, such third party shall, prior to
conducting such audit, to the extent permitted by law, execute a confidentiality
agreement for the benefit of Contractor in a form reasonably satisfactory to
Contractor.
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In the event that the audit discovers an overpayment in excess of 5% (five percent) of
the amount actually paid, Contractor shall pay the costs of the audit. In all other
circumstances, the audit fees shall be paid by the Participating State. Contractor shail
require that any Subcontractor will also maintain their records and agree to abide by
this Section.

25.REPORTS and ADMINISTRATHVE FEES The contractor shall submit quarterly reports to
the WSCA-NASPO Contract Administrator showing the quantities and dollar volume of
purchases by each participating entity.

The contractor must pay a WSCA-NASPO administrative fee of one quarter of one
percent (.25%) in accordance with the terms and conditions of the Master Agreement.
The WSCA- NASPO administrative fee shall be submitted quarterly and is based on
sales of products and services. The WSCA-NASPO administration fee is not negotiable.
This fee is to be included as part of the pricing submitted with proposal.

Additionally, some States may require that an additional fee be paid directly to the
State on purchases made by procuring entities within that State. For all such requests,
the fee level, payment method and schedule for such reports and payments will be
incorporated in a Participating Addendum that is made a part of the Master
Agreement. The contractor may adjust the Master Agreement pricing accordingly for
purchases made by procuring agencies within the jurisdiction of the State. All such
agreements may not affect the WSCA-NASPO administrative fee or the prices paid by
the procuring agencies outside the jurisdiction of the State requesting the additional
fee.

26. STANDARD OF PERFORMANCE AND ACCEPTANCE The Standard of Performance
applies to all Product(s) purchased under this Master Agreement, including any
additional, replacement, or substitute Product(s) and any Product(s) which are
modified by or with the written approval of Contractor after Acceptance by the
Participating Entity. The Acceptance Testing period shall be thirty (30) calendar days
of delivery. Products are deemed accepted unless a written notice of rejection is
provided prior to the end of the thirty day acceptance period. If the Product does not
meet the Standard of Performance, defined as the Contractor’s published
specifications for the product in question, during the initial period of Acceptance
Testing, Participating Entity may, at its discretion, continue Acceptance Testing on a
day-to-day basis until the Standard of Performance is met. Upon rejection, the
Contractor will have fifteen {(15) calendar days to cure the Standard of Performance
issue(s). If after the cure period, the Product still has not met the Standard of
Performance Participating Entity may, at its option: (1) declare Contractor to be in
breach and terminate the Order; {2} demand replacement Product from Contractor at
no additional cost to Participating Enfity; or, (3) continue the cure period for an
additional time period agreed upon by the Participating Entity and the Contractor.
Contractor shall pay all costs related to the preparation and shipping of Product
returned pursuant to the section. No Product shall be accepted and no charges shall be
paid until the Standard of Performance is met. The warranty period will begin upon
Acceptance.

27. See Section 30 (“Warranty”).

28. TITLE OF PRODUCT Upon delivery to the Participating Entity, Contractor shall
convey to Participating Entity title to the Product free and clear of all liens,
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encumbrances, or other security interests. License terms for software are covered in
Juniper’s End User License Agreement.

29. WAIVER OF BREACH Failure of Lead State or Participating Entity to declare a
default or enforce any rights and remedies shall not operate as a waiver under this
Master Agreement or Participating Addendum. Any waiver by the Lead State or
Participating Entity must be in writing. Waiver by the Lead State or Participating
Entity of any default, right or remedy under this Master Agreement or Participating
Addendum, or breach of any terms or requirements shall not be construed or operate
as a waiver of any subsequent default or breach of such term or requirement, or of
any other term or requirement under this Master Agreement or Participating
Addendum.

30. WARRANTY

a) Hardware Warranty. Contractor warrants that the Hardware sold hereunder shall
be free of defects in material and workmanship under normal authorized use
consistent with the product instructions for a period of (1) one year from the
Delivery Date. This product warranty extends only to the original purchaser. In the
event that Contractor receives notice during the warranty period that any
Hardware does not conform to its warranty, Customer’s sole and exclusive remedy,
and Contractor sole and exclusive liability, shall be for Contractor, at its sole
option, to either repair or replace the non-conforming Hardware in accordance
with this limited warranty. Hardware replaced under the terms of any such
warranty may be refurbished or new equipment substituted at the option of
Contractor. Contractor will use commercially reasonable efforts to ship the
replacement Hardware within twenty (20) business days after receipt of the
product at a Contractor Repair Center. Actual delivery times may vary depending
on the customer location.

b) Software Warranty. Contractor warrants that the media on which the Software is
recorded shall be free from defects in material and workmanship under normal use
for a period of 90 days from the Delivery Date. Customer’s sole and exclusive
remedy, and Contractor sole and exclusive liability, shall be replacement of the
media in accordance with this limited warranty. In addition, with respect to
Software embedded in Contractor security products, application acceleration
products or certain other Hardware products, as more specifically set forth on
http://www.juniper.net/support, for a period of fifteen (15) days from the date a
customer receives such Hardware product, Contractor will provide the customer
that purchased such Hardware product access to one (1) download of the most
recent commercially-available version of Software that is embedded in such
product. Customer may download the Software by going to
http://www. juniper.net/support This right to download extends only to the
original purchaser.

c) Hardware Return Procedures., Any defective item can only be returned if it
references a return material authorization {“RMA”) number issued by authorized
Contractor service personnel. To request an RMA number, Customer must contact
Contractor Technical Assistance Center (“JTAC”) via the online resource available
at the URL: http://www.juniper.net/support. JTAC will only assist Customers with
online RMA processing pursuant to the terms of this warranty and will not provide

10
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any troubleshooting, configuration or installation assistance. Telephone calls to
JTAC will not be accepted unless the Customer has purchased a valid Contractor
service contract that is in effect as of the time of the call. The RMA number must
be included on the outside carton label of the returned item. Transportation costs,
if any, incurred in connection with the return of a defective item to Contractor
shall be borne by customer to the in-country location, if available. Contractor shall
pay any transportation costs incurred with the redelivery of a repaired or replaced
item. If, however, Contractor reasonably determines that the item is functional,
the Customer shall pay any transportation cost. if Contractor determines, at its
sole discretion, that the allegedly defective item is not covered by the terms of
the warranty provided hereunder or that a warranty claim is made after the
warranty period, the cost of repair by Contractor, including all shipping expenses,
shall be paid by Customer. CONTRACTOR SHALL HAVE NO LIABILITY WITH RESPECT
TO DATA CONTAINED IN ANY SYSTEM RETURNED TO CONTRACTOR.

d) Exclusions. The foregoing warranty and remedies are for Customer’s exclusive
benefit and are nontransferable. Any and all warranties shall be deemed void and
no warranty will apply if the Hardware or Software: (i) has been altered except by
Contractor; (ii) has not been installed, operated, repaired, or maintained in
accordance with instructions supplied by Contractor in the enclosed
documentation; or (iii) has been subjected to unreasonable physical, thermal or
electrical stress, misuse, negligence, or accident. In addition, Hardware or
Software is not designed or intended for use in (i) the design, construction,
operation or maintenance of any nuclear facility, (ii} navigating or operating
aircraft; or (iii) operating life-support or life-critical medical equipment, and
Contractor disclaims any express or implied warranty of fitness for such uses.
Customer is solely responsible for backing up its programs and data to protect
against loss or corruption. Contractor warranty obligations do not include
installation support.

e) Non-Contractor Products. Where a product not manufactured or created by
Contractor is sold by Contractor hereunder to complete an order, Customer’s sole
remedy shall be pursuant to the original manufacturer’s or licensor’s warranty to
Customer, to the extent permitted by the originat manufacturer or licensor.

f) Dead on Arrival (“DOA”). For up to thirty (30) days from the Delivery Date,
Contractor will provide expedited replacement of affected field replaceable units of
Hardware that fail to operate within twenty-four {24} hours of initial instaliation. For
purposes of this DOA policy, “fail to operate” shall mean a material failure to
substantially perform in accordance with the Hardware's technical specifications and
shall not include cosmetic or other deficiencies that do not materially affect Hardware
performance. A new field replaceable unit will be shipped from Contractor’
manufacturing facilities within two (2) business days of Contractor receipt and
validation of Customer's notification of an inoperative unit, Notification must be sent
by Customer via online procedures set forth above. Defective Hardware must be
returned within thirty (30) days of failure, or Customer pays purchase price of
replacement Hardware, Non-U.5. Customers should allow for additional transit time
due to international customs clearance.

g) Disclaimer. EXCEPT AS SET FORTH IN SECTIONS 30(a) and 30(b) ABOVE,

11
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CONTRACTOR EXPRESSLY EXCLUDES AND DISCLAIMS ALL WARRANTIES, WHETHER
EXPRESS OR IMPLIED, STATUTORY OR OTHERWISE REGARDING PRODUCTS AND SUPPORT
SERVICES PROVIDED UNDER THIS AGREEMENT, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTY OF MERCHANTABILITY, OF FITNESS FOR A PARTICULAR PURPOSE,
OF ABSENCE OF HIDDEN DEFECTS, OF NONINFRINGEMENT AND ANY WARRANTY THAT
MAY ARISE BY REASON OF USAGE OR TRADE OR COURSE OF DEALING.31. ASSIGNMENT
OF ANTITRUST RIGHTS Contractor irrevocably assigns to a Participating Entity any
claim for relief or cause of action which the Contractor now has or which may accrue
to the Contractor in the future by reason of any violation of state or federa!l antitrust
laws (15 1.5,C. § 1-15 or a Participating Entity’s state antitrust provisions), as now in
effect and as may be amended from time to time, in connection with any goods or
services provided to the Contractor for the purpose of carrying out the Contractor's
obligations under this Master Agreement or Participating Addendum, including, at a
Participating Entity's option, the right to control any such litigation on such claim for
relief or cause of action.

Contractor shall require any subcontractors hired to perform any of Contractor's
obligations, under this Master Agreement or Participating Addendum, to irrevocably
assign to a Participating Entity, as third party beneficiary, any right, title or interest
that has accrued or which may accrue in the future by reason of any violation of state
or federal antitrust laws (15 U.5.C. § 1-15 or a Participating Entity’s state antitrust
provisions), as now in effect and as may be amended from time to time, in connection
with any goods or services provided to the subcontractor for the purpose of carrying
out the subcontractor's obligations to the Contractor in pursuance of this Master
Agreement or Participating Addendum, including, at a Participating Entity's option, the
right to control any such litigation on such claim for relief or cause of action.

32. WSCA-NASPO eMARKET CENTER Awarded responders are required to participate in
the WSCA-NASPO eMarket Center and, working through WSCA-NASPQ’s contractor
(SciQuest), connect with the eMarket Center. The ideal situation would be to use
either a hosted (by SciQuest) or Punchout Level 2 catalog configurations, but actual
requirements will be determined by the Lead State Contract Administrator, WSCA-
NASPO, WSCA-NASPO’s contractor (SciQuest) and the awarded contractor, after award.
Participation does not require an awarded responder to have any special level of
technology or technological understanding.

Acceptance - means a written notice from a purchasing entity to contractor advising
Contractor that the Product has passed its Acceptance Testing. Acceptance of a
product for which acceptance testing is not required shall occur following the
completion of delivery, installation, if required, and a reasonable time for inspection
of the product, unless the Purchasing Entity provides a written notice of rejection to
contractor.

Acceptance Testing - means the process for ascertaining that the Product meets the
standards set forth in the section titled Standard of Performance and Acceptance,
prior to Acceptance by the Purchasing Entity.

Contractor - means the person or entity detivering Products or performing services
under the terms and conditions set forth in this Master Agreement,

Intellectual Property - means any and all patents, copyrights, service marks,

12
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trademarks, trade secrets, trade names, patentable inventions, or other similar
proprietary rights, in tangible or intangible form, and all rights, title, and interest
therein.

Lead State - means the State conducting this cooperative solicitation and centrally
administering any resulting Master Agreement with the permission of the Signatory
States.

Master Agreement - means the underlying agreement executed by and between the
Lead State, as WSCA-NASPO contract administrator, acting on behalf of WSCA-NASPO,
and the Contractor, as now or hereafter amended.

Order - means any purchase order, sales order, or other document used by a
Participating Entity to order the Products.

Participating Addendum - means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional
Participating Entity specific language or other requirements ,e.g. ordering procedures
specific to the Participating Entity, other terms and conditions.

Participating Entity - means a state, or other legal entity, properly authorized by a
state to enter into the Master Agreement or Participating Addendum or who is
authorized to order under the Master Agreement or Participating Addendum.

Product - Any equipment, software (including embedded software), documentation, or
deliverable supplied or created by the Contractor pursuant to this Master Agreement.

WSCA-NASPO -is a cooperative group contracting consortium for state procurement
officials, representing departments, institutions, agencies, and political subdivisions
(i.e., colleges, school districts, counties, cities, etc.) for all states and the District of
Columbia. WSCA- NASPO is a cooperative purchasing arm of the National Association of
State Procurement Officials (NASPO).

Additional Definitions and Alternative Terms for Consideration

Below are additional definitions and alternative terms for consideration by the
sourcing teams depending upon the nature of the solicitation and negotiations
between the Contractor and Vendor.

Embedded Software - means one or more software applications which permanently
reside on a computing device.

Machine Code - means microcode, basic input/output system code, utility programs,
device drivers, diagnostics, and another code delivered with a computing device for
the purpose of enabling the function of the computing device, as stated in its
published specifications.

13
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ATTACHMENT B - Scope of Work

The following categories are authorized under this contract.

5.2.2 NETWORKING SOFTWARE — Software that runs on a server and enables the server to
manage data, users, groups, security, applications, and other networking functions. The network
operating system is designed to allow shared file and printer access among multiple computers in a
network, typically a local area network (LAN]}, a private network or to other networks. Networking
software capabilities should include:

Restartable Process

High availability options

Targeted operating systems, i e DC, campus, core, wan, efc.
Operating System Efficiencies

5.2.21 Network Management and Automation — Software products and solutions for data
center automation, cloud computing, and IT systems management.

5222 Data Center Management and Automation — Software products and solutions that
capture and automate manual tasks across servers, nelwork, applications, and virtualized
infrastructure.

5.2.2.3 Cloud Portal and Automation — Software products and solutions for cloud
management with policy-based controls for provisioning virtual and physical
resources.

5.2.24 Branch Office Management and Automation — Software products and
solutions for management of branch offices. Capabilities inciude remote troubleshooting,
device management, WAN performance monitoring.

5.2.4 OPTICAL NETWORKING — High capacity networks based on optical technology and
components that provide routing, grooming, and restoration at the wavelength level as well as
wavelength based services.

5241 Core DWDM (Dense Wavelength Division Multiplexing) Switches —
Switches used in systems designed for long haul and ultra long-haul optical
netwarking applications.

5242 Edge Optical Switches — Provide entry points into the enterprise or service
provider core networks.

5243 Optical Network Management — Provides capabiiities to manage the optical  network
and allows operators to execute end-to-end circuit creation.

5244 iP over DWDM {IPoDWDM) — A device utilized to integrate IP Routers and
Switches in the OTN (Optical Transport Network).

5.2.5 ROUTERS — A device that forwards data packeis aiong networks. A router is connected to at
least two networks, commanty two LANs or WANs or a LAN and its ISP's network. Routers are
located at gateways, the places where two or more networks connect, and are the critical device that
keeps data flowing between networks and keep the networks connected to the Internet.

5251 Branch Routers — A muitiservice router typicaily used in branch offices or
locations with limited numbers of users and supports fiexibie
configurations/feature. For example: security, VolP, wan acceleration, etc.
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5.25.2 Network Edge Routers — A specialized router residing at the edge or boundary
of a network, This router ensures the connectivity of its network with external
networks, a wide area network or the Internet. An edge router uses an External
Border Gateway Protacol, which is used extensively over the internet to provide
connectivity with remote networks.

5253 Core Routers - High performance, high speed, low latency routers that enabie
Enterprises to deliver a suite of data, voice, and video services to enable next-
generation applications such as IPTV and Video on Demand (VoD), and
Software as a Service (SaaS).

5254 Service Aggregation Routers — Provides multiservice adaptation, aggregation
and routing for Ethernet and IP/MPLS networks to enable service providers and
enterprise edge networks simultaneously host resource-intensive integrated data,
voice and video business and consumer services.

5255 Carrier Ethemnet Routers — High performance routers that enable service
providers to deliver a suite of data, voice, and video services to enable next-
generation applications such as IPTV, Video on Demand (VoD), and Software as
a Service (SaaS).

5.2.6 SECURITY

5.2.6.1 Data Center and Virtualization Security Products and Appliances — Products
designed to protect high-value data and data center resources with threat defense and

policy control.
5.26.2 Intrusion Detection/Protection and Firewall Appliances — Provide comprehensive
inline network firewall security from worms, Trojans, spyware, key loggers, and other

maiware. This includes Next-Generation Firewalls (NGFW), which offer a wire-speed
integrated network platform that perfforms  deep inspection of traffic and blocking of attacks.
Intrusion Detection/Protection and Firewall Appliances shouid provide:

Non-disruptive in-line bump-in-the-wire configuration

Standard first-generation firewall capabilities, e.g., network-address translation (NAT),
stateful protocol inspection (SPI) and virtual private networking (VPN), etc.

Application awareness, full stack visibility and granular control

Capability to incorporate information from outside the firewall, e.g., directory-based
policy, blacklists, white lists, etc.

Upgrade path to include future information feeds and security threats

SSL decryption to enable identifying undesirable encrypted applications (Optional)

5.26.3 Logging Appliances and Analysis Tools — Solutions utilized to collect,
classify, analyze, and securely store log messages.

5264 Secure Edge and Branch Integrated Security Products — Network security,
VPN, and intrusion prevention for branches and the network edge. Products
typically consist of appliances or routers.

52865 Secure Mobility Products — Delivers secure, scalabie access to corpaorate
applications across multiple mobile devices.

5.26.8 Encryption Appliances — A network securily device that applies crypto
services at the network transfer layer - above the data link level, but below the
applicaticn level.

5.2.6.7 On-premise and Cloud-based services for Web and/or Email Security —
Solutions that provide threat protection, data loss prevention, message level
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encryption, acceptable use and application control capabilities to secure web and
email communications.

5.2.6.8

Secure Access — Products that provide secure access to the network for any

device, including personally owned mobile devices (laptops, tablets, and smart
phones). Capabilities should include:

Management visibility for device access
Self-service on-boarding

Centralized policy enforcement
Differentiated access and services
Device Management

5.2.8 SWITCHES — Layer 2/3 devices that are used to connect segments of a LAN (local area
network) or multiple LANs and to filter and forward packets among them.

5281

Campus LAN ~ Access Switches — Provides inifial connectivity for devices to

the network and controls user and workgroup access to internetwork resources.
The following are some of the features a campus LAN access switch should

support:

5.28.2

Security
i.  8SHv2 (Secure Shell Version 2)
ii. 802.1X (Port Based Network Access Control)
ii. Port Security
iv. DHCP (Dynamic Host Configuration Protocol) Snooping
VLANSs
Fast Ethernet/Gigabit Ethernet
PoE (Power over Ethernet)
link aggregation
10 Gb support
Port mirroring
Span Taps
Support of IPvB and IPv4
Standards-based rapid spanning tree
Netflow Support (Optional).
Campus LAN - Core Switches — Campus core swiltches are generally used for

the campus backbone and are responsible for transporting large amounts of
traffic both reliably and quickly. Core switches should provide:

High bandwidth
Low latency
Hot swappable power supplies and fans
s Security
SSHv2
MacSec encryption
Role-Based Access Control Lists (ACL)
Support of IPv6 and IPv4
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1/10/40/100 Gbps support

IGP (Interior Gateway Protocol) routing

EGP (Exterior Gateway Protocol) routing

VPLS (Virtual Private LAN Service) Support

VRRP (Virtual Router Redundancy Protocol) Support
Netflow Support.

5.28.3 Campus Distribution Switches — Collect the data from all the access layer
switches and forward it to the core layer switches. Traffic that is generated at
Layer 2 on a switched network needs to be managed, or segmented into Virtual
Local Area Networks (VILANS), Distribution layer switches provides the inter-
VLAN routing functions so that one VLAN can communicate with another on the
network. Distribution layer switches provides advanced security policies that can
be applied to network traffic using Access Control Lists (ACLs).

High bandwidth

Low latency

Hot swappable power supplies and fans
Security (SSHv2 and/or 802.1X)

Support of IPvS and 1Pv4

Jumbo Frames Support

Dynamic Trunking Protocol (DTP)
Per-VLAN Rapid Spanning Tree (PVRST+)
Switch-port auto recovery

NetFlow Support or equivalent

5284 Data Center Switches — Data center swifches, or Layer 2/3 switches, switch all
packets in the data center by switching or routing good ones to their final
destinations, and discard unwanted traffic using Access Control Lists (ACLs), all
at Gigabit and 10 Gigabit speeds. High availability and modularity differentiates a
typical Layer 2/3 switch from a data center switch. Capabilities should include:
High bandwidth
Low latency
Hot swappable power supplies and fans

Ultra-fow latency through wire-speed ports with nanosecond port-to-port latency and
hardware-based Inter-Switch Link (ISL} trunking

Load Balancing across Trunk group able to use packet based load balancing scheme
Bridging of Fibre Channel SANs and Ethemnet fabrics
Jumbo Frame Support

Plug and Play Fabric formation that allows a new switch that joins the fabric to
automnatically become a member

Ability to remotely disable and enabie individual ports
Support NetFlow or equivaient

5285 Software Defined Networks (SDN) - Virtualized Switches and Routers —
Technclogy utilized to support software manipulation of hardware for specific use
cases.

5.2.86 Software Defined Networks (SDN} — Controllers - is an application in software-
defined nefworking (SDN) that manages flow control to enable intelfigent
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networking. SDN controllers are based on protocols, such as OpenFiow, that
allow servers to tell switches where to send packets. The SDN controller lies
between network devices at one end and applications at the other end. Any
communications between applications and devices have to go through the
controiler. The controller uses multiple routing protocols including OpenFlow to
configure network devices and choose the optimal network path for application
traffic.

5287 Carrier Aggregation Switches — Carrier aggregation switches route traffic in
addition to bridging (transmitted) Layer 2/Ethemet traffic. Carrier aggregation
switches’ major characteristics are:

Designed for Metro Ethernet networks
Designed for video and other high hbandwidth applications

Supports a variety of interface types, especially those commonly used by Service
Providers

Capabilities should inciude:
Redundant Processors
Redundant Power
IPv4 and IPv6 unicast and multicast
High bandwidth
Low latency
Hot swappable power supplies and fans
MPLS (Multiprotocol Label Switching)
BGP (Border Gateway Protocol)
Software router virtualization and/or muttiple routing tables
Policy based routing
s Layer 2 functionality
Per VLAN Spanning Tree
Rapid Spanning Tree
VLAN [Ds up to 4096
Layer 2 Class of Service (JEEE 802.1p})
Link Aggregation Control Protocol (LACP)
QinQ (JEEE 802.1ad)

5.28.8 Carrier Ethernet Access Switches — A carrier Ethernet access switch can
connect directly to the customer or be utilized as a network interface on the
service side to provide layer 2 services.

Hot-swappable and field-replaceable integrated power supply and fan tray

AC or DC power supply with DC input ranging from 18V to 32 VDC and 36V to 72 VDOC
Ethernet and console port for manageability

SD flash card slot for additional external storage

Stratum 3 network clock

Line-rate performance with a minimum of 62-million packets per second (MPPS)
forwarding rate

Support for dying gasp on loss of power
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Support for a variety of small form factor pluggable transceiver (SFP and SFP+) with
support for Device Object Model (DOM)

Timing services for a converged access network to support mobile solutions, including
Radio Access Network (RAN) applications

Support for Synchronous Ethernet (SyncE) services

Supports Hierarchical Quality of Service (H-QoS) to provide granular traffic-shaping
policies

Supports Resilient Ethernet Protacot REP/G.8032 for rapid layer-two convergence

§.2.9 WIRELESS — Provides connectivity to wireless devices within a limited geographic area.
System capabilities should include:

5.2.9.1

Redundancy and automatic failover

IPvG compatibility

NTP Support

Access Points — A wireless Access Point (AP) is a device that allows wireless

devices to connect to a wired network using Wi-Fi, or related standards.
Capabilities should include:

5.29.2

5293

802.11a/b/gin
802.11n
802.11ac

Capable of controller discovery method via DHCP (onsite controller or offsite through
Cloud Architecture)

UL2043 plenum rated for safe mounting in a variety of indoor environments
Support AES-CCMP (128-bit)
Provides real-time wireless intrusion monitaring and detection

Qutdoor Wireless Access Points — Outdoor APs are rugged, with a metal cover and a
DIN rail or other type of mount. During operations they can tolerate a wide temperature
range, high humidity and exposure to water, dust, and oil. Capabilities should include:

Flexible Deployment Options
Provides real-time wireless intrusion monitoring and detection

Capable of controller discovery method via DHCP (onsite controller or offsite through
Cloud Architecture)

Wireless LAN Controllers — An onsite or offsite solution utilized to manage light-

weight access points in large quantities by the network administrator or network
operations center. The WLAN controller automatically handies the  configuration of wireless
access-points. Capabilities should include:

Ability to monitor and mitigate RF interfarence/self-heal
Support seamless roaming from AP to AP without requiring re-authentication

Support configurable access control lists to filter traffic and denying wireless peer to peer
traffic

System encrypts all management layer traffic and passes it through a secure tunnel

Palicy management of users and devices provides ability to de-authorize or deny devices
without denying the credentials of the user, nor disrupting other AP traffic

Support configurable access controt lists to filter traffic and denying wireless peer to peer
traffic
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5294

Wireless LAN Network Services and Management — Enables network

administrators to quickly plan, configure and deploy a wireless network, as well
as provide additional WLAN services. Some examples include wireless security,
asset tracking, and location services. Capabilities should include:

5295

Provide for redundancy and automatic failover

Historical trend and real time performance reporting is supported
Managemant access to wireless network components is secured

SNMPv3 enabled

RFC 1213 compliant

Automatically discover wireless network components

Capability to alert for outages and dtilization threshold exceptions
Capability to support Apple’s Bonjour Protocol / mDNS

QoS / Application identification capability

Cloud-based services for Access Points — Cioud-based management of

campus-wide WIiFi deployments and distributed multi-site networks. Capabilities

include:

5.2.9.6

Zero-touch access point provisioning

Network-wide visibility and control

RF optimization,

Firmware updates

Bring Your Own Device (BYOD) — Mobile Data Management (MDM)

technology utilized to allow employees to bring personally owned mobile devices
(laptops, tablets, and smart phones) to their workplace, and use those devices to
access privileged government information and applications in a secure manner.
Capabilities should include:

Ability to apply corporate policy to new devices accessing the network resources,
whether wired or wireless

Provide user and devices authentication to the network

Provide secure remote access capability

Support 802.1x

Network optimization for performance, scalability, and user experience

5.3.1 SERVICES — For each Category above (5.21-5.30), the following services should be
available for procurement as well at the time of product purchase or anytime afterwards.

5311

Maintenance Services — Capability to provide technical suppart, flexible

hardware coverage, and smart, proactive device diagnostics for hardware.

5.3.1.2

Professional Services
Deployment Services

Survey/ Design Services — Includes, but not limited to, discovery, design,
architecture review/validation, and readiness assessment.

tmplementation Services — Includes, but not limited to, basic installation and
configuration or end-to-end integration and depiloyment.

Optimization — Includes, but not limited to, assessing operational environment
readiness, identify ways to increase efficiencies throughout the network, and
optimize Customer's infrastructure, applications and service management.
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Remote Management Services — Includes, but not limited to, continuous monitoring,
incident management, problem management, change management, and utilization
and performance reporting that may be on a subscription basis.

Cansulting/Advisory Services — Includes, but not limited to, assessing the availability,
reliability, security and performance of Customer’s existing soiutions.

Data Communications Architectural Design Services — Developing architectural
strategies and roadmaps for transforming Customer’s existing network architecture
and operations management.

Statement of Work (SOW) Services — Customer-specific tasks to be accomplished
and/or services to be delivered based on Customer's business and technical
requirements.

5313 Partner Services — Provided by Contractor's Authorized Partners/Resellers.

Subject to Contractor's approval and the cerifications held by its Partners/Resellers,
many Partners/Resellers can also offer and provide some or all of the Services as
listed above at competitive pricing, along with local presence and support. As the
prime, Contractor is still ultimately responsible for the performance of its Partners/
Resellers. Customers can have the option to purchase the Services to be directly
delivered by Contractor (OEM) or its certified Pariners/Resellers.

5314 Training ~ Learning offerings for IT professionals on networking technologies,
including but not limited to designing, implementing, operating, configuring, and
troubleshooting network systems pertaining to items provided under the master
agreement,
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Attachment C - Pricing
Solicitation Number JP14001
WSCA-NASPC Data Comrmunications RFP

Vendor Name: Juniper Networks

RFP Product Categories: Minimum Discount Percentage:
5.2.2 NETWORKING SOFTWARE Discount% __45

5.2.4 OPTICAL NETWORKING Discount % __ 45

5.2.5 ROUTERS Discount % __ 45

5.2.6 SECURITY Discount ™% _ 45

5.2,8 SWITCHES Discount% _ 45

5.2.9 WIRELESS Discount % _ 45

Current Juniper Networks pricing sheets, approved by the State of Utah, can be found at the following
web link:

IMPORTANT: The minimum discount percentage listed in this attachment is for general informational
purposes only and may not apply to every line item authorized under this contract. For specific item
pricing, please refer to the contact price list weblink provided in this document.

Vendors are required to post state specific pricing on their hosted website or through the WSCA-NASPO
eMarket center as required by solicitation JP14001, in addition to the vendor pricing sheets approved and
hosted by the State of Utah's master contract summary sheet. The State of Utah vendor pricing sheets
will serve as the approved base price and do not include any applicable state specific administrative fees.
State specific pricing, hosted on the vendor website or WSCA-NASPO eMarketcenter may refiect
authorized state specific administrative fees. No other fees are authorized under this contract. Pricing
audits may be conducted at any time by the State of Utah, WSCA-NASPQ, or 3.4 party audit provider to
ensure accurate pricing.



Per Solicitation JP14001, the following pricing/product requirements and instructions apply:
1.11 Pricing Structure

Pricing Structure: Pricing for the State of Utah WSCA-NASPO Master Agreements shall be based on
the Percent Discount off the current global MSRP Schedule applicable to United States customers.

1.12 Price Guarantee Period

Price Guarantee Period: The Data Communication Provider's Discount rate shall remain in effect for the
term of the WSCA-NASPO Master Price Agreement.

1.13 Price Escalation

Equipment, Supplies and Services: Data Communications provider may update the pricing on their
MSRP price list one time every year after the first year of the original contract term. The WSCA-NASPO
Contract Administrator will review a documented request for a Price Schedule price list adjustment only
after the Price Guarantee Period.

4.14 Price Reductions

In the event of a price decrease in any category of product at any time during the contract in a Provider's
Price Schedule, including renewal options, the WSCA-NASPO Contract Administrator shall be notified
immediately. Aill Price Schedule price reductions shall be effective upon the notification provided to the
WSCA-NASPQ Master Agreement Administrator.

1.20 WSCA Administrative Fee

The Contracted Supplier must pay 8 WSCA-NASPO administrative fee of one quarter of one percent
(.25%) in accordance with the terms and conditions of the contract. The WSCA-NASPO administrative fee
shall be submitted quarterly and is based on the actual sales of all products and services in conjunction
with your quarterly reports. The WSCA-NASPO administrative fee must be included when determining the
pricing offered. The WSCA-NASPO administrative fee is not negotiable and shall not be added as a
separate line item on an invoice.

Additionally, some WSCA-NASPO participating entities may require that an administrative fee be paid
directly fo the WSCA-NASFO pariicipating entity on purchases made by purchasing entities within that
State. For all such requests, the fee percentage, payment method and payment schedule for the
participating entity’s administrative fee will be incorporated in the Participating Addendum. Data
Communications Provider will be held harmless, and may adjust (increase) the WSCA-NASPO Master
Agreement pricing by the fee percentage for that participating entity accordingly for purchases made by
purchasing entities within the jurisdiction of the State. All such agreements may not affect the
WSCANASPQ fee or the prices paid by the purchasing entities outside the jurisdiction of the participating
entities requesting the additional fee,

5.3.2 ADDING PRODUCTS

The ability to add new equipment and services is for the convenience and benefit of WSCA-NASPO, the
Participating States, and all the Authorized Purchasers. The intent of this process is to promote “one-stop
shopping” and convenience for the customers and equally important, to make the contract flexible in
keeping up with rapid technological advances. The option to add new product or service categories
and/items will expedite the delivery and implementation of new technology solutions for the benefit of the
Authorized Purchasers.

After the contracts are awarded, additional IT product categories and/or items may be added per the
request of the Contractor, a Participating State, an Authorized Purchaser or WSCA-NASPQO. Additions
may be ad hoc and temperary in nature or perrmanent. All additions to an awarded Contractor or
Manufacturer's offerings must be products, services, software, or solutions that are commercially



avaiiable at the time they are added to the contract award and fall within the original scope and intent of
the RFF (i.e., converged technologies, value adds to manufacturer's solution offerings, etc.).

5.3.2.1 New Product from Contractors — If Contractor, a Participating State, an Authorized Purchaser
or WSCA-NASPO itself requests to add new product categories permanently, then all awarded
Contractors (Manufacturers) will be notified of the proposed change and will have the opportunity to work
with WSCA to determine applicability, introduction, etc. Any new products or services must be reviewed
and approved by the State of Utah WSCA-NASPO Coniract Administrator.

5.3.2.2 Ad Hoc Product Additions — A request for an ad hoc, temporary addition of a product
category/item must be submitted to WSCA-NASPO via the governmental entity’s contracting/purchasing
officer. Ad hoc, temporary requests will be handled on a case-by-case basis. The State of Utah WSCA-
NASPQ Contract Administrator must also be notified and will review and approve the addition before the
purchase is finalized by the end user. The State of Utah WSCA-NASPO Contract Administrator has the
final approval on any Ad Hoc product additions.

5.3.2.3 Pricelist Updates — As part of each Contractor's ongoing updates to its pricelists throughout the
contract term, Contractor can add new SKUs to its awarded product categories that may have been
developed in-house or obtained through mergers, acquisitions or joint ventures; provided, however, that
such new SKUs fall within the Contractor's awarded product categories. Updated price lists will be
reviewed and approved by the State of Utah WSCA-NASPO Contract Administrator before the revised
price list is considered valid.



